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Abstract—In this paper, we highlight that multiple In order to support our thesis we consider RED con-
bottlenecks can affect the performance of Active Queue figuration criteria proposed in [9]. According to the best
Management (AQM) controllers. These are usually con- of our knowledge, these criteria are the only ones based
figured on a single bottleneck basis, as if each controller 4, 5 theoretical analysis rather than on plausible thumb
were the only element regulating the TCP traffic along its ;a4 ' [9] the authors start from the single bottleneck

path. To see this, we consider a network scenario wheren nlinear model for TCP ; ) d in 110
RED is configured at each router, according to previously onlinea odel 1o SOUrces propose [10].

developed control theoretic techniques. These configura- 1 NeY linearize it and apply linear feedback control to
tion rules assure stability in a single bottleneck scenario. 0btain some RED configuration criteria which guarantee
Yet, we show that instability may arise when two link stability under bounded traffic variation (number of flows
become congested. We justify this result through a multiple and round trip time). In this paper, we propose a coun-
bottleneck model and give guidelines for new cooperative terexample to show that RED controllers, configured
AQM co'ntrollers, exchanging information about the nodes according to [9], do not prevent from instability if two
congestion status. nodes face congestion at the same time (what we called
multi-bottleneck scenario). In other words, we highlight
|. INTRODUCTION the limits of AQM configuration criteria, that rely only
AQM has been proposed to support end-to-end T@R local information.
congestion control in the Internet [1]. AQM controllers
operate at the network nodes to detect incipient congess .. paper is organized as follows. Section Il rec-

tion and indicate it to TCP sources, which reduce thedﬁlects the RED operation and some results from [9],

transmission rate in order to prevent worse congestion, . . : . .
b g Which will be referred to in the following sections. In

Usually packet drops are used for congestion indicatiq éction Il we present a multi-bottleneck network sce-

Many AQM schemes haye been proposed [2], [3 lario, that exhibits instability. The presence of instability

[4], [5]. The proposed algorithms usually rely on some . . .
o ) iR derived from performance metrics obtained through
heuristics and their performances appear to be hlgh%n :
. . simulations.

dependant on the considered network scenario. Hence,
parameter tuning is very difficult (see for example [6],
[7], [8], as regards the well-known Random Early De- In Section IV, we provide an analytical insight to bet-
tection -RED- algorithm). Despite the wide literaturéer understand the experimental results. In Section V, we
on AQM, nobody has explicitly taken into account theiscuss issues concerned with i) the robustness of single
distributed fashion of TCP flows control across thbottleneck configuration criteria, and ii) the development
network: as a matter of fact TCP flows may turn tof new AQM schemes, which take into consideration the
be controlled at the same time by two or more nodesstributed nature of AQM control. The last item deals
acting independently according to their AQM settingsvith cooperative controllers, that exchange information
According to our opinion, this can hardly affect AQMabout their congestion state. Finally, conclusive remarks

algorithms performance. and further research issues are given in Section VI.
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Il. SINGLE BOTTLENECK MODEL
NETWORK PARAMETERS

The starting point in [9] is the model described by the

following coupled, nonlinear differential equations: Link | Capacity (Mbps)| Propagation Delay (ms
1-4 20 15
: 1 WOW(E - R@®)
Wit) = —— - —2———p(t—R(t 1 2-3 10 5
O = ®n eme-mm) RO O Ta 20 10
: W) 4-7 10 10
i = Fy N0~ laod @ 5-1 20 15
6-2 20 5
8-2 20 15
wherel, =1 if ¢ > 0, 1, = 0 otherwise. Symbols 3-9 20 10
used in the model above are summarized in the following
table.
W | expected TCP window size (packets); where K = —In(1 — «)/d and is the time between
q expected queue length (packets), two queue samples. The time interdatan be assumed
R round-trip time; b Ltol /C f ted d
C link capacity (packets/sec); to be equa t / or a congested node.
T, propagation delay (secs); The linearized system (TCP sources, congested node
N _| load factor (number of TCP sessions); queue and AQM controller) can be represented by the
p probability of packet drop; block diagram of Figure 1. In the block diagram

The first equation represents the TCP window, thdt= P/ (THRymaz — THRyin).
increase by one every round trip time, and halves whenThe open-loop transfer function of the system in
a packet loss occurs. Packet loss rate is computedFgure 1 is:

the dropping probability times the number of packets (RC)* _sR

sent per time unit. The second equation represents the (s) = L(2N)26 (5)
variation of queue occupancy as the difference between (1+2) (1 " 5) (1 n S)

the input traffic and the link capacity. K e 7

AQM schemes determine the relation between the|, g1 the authors present RED configuration rules,

dropping probability and the nodes congestion statusat guarantee the stability of the linear feedback control
Here we recollect briefly the RED operation. REQystem in Figure 1 fotv > N~ and Ry < R*.
gateway calculates the average queue sizeysing a B N

low-pass filter with an exponential weighted moving
average of the instantaneous quegieas shown in the
following recursive formulaz = ag + (1 — a)z, where

a is the memory coefficient. The average queue size is @
compared with a minimum threshold and a maximum

one. When the average queue size is less than the

minimum threshold, no packets are dropped. When the | 0
average gueue size is greater than the maximum thresh- |
old, every arriving packet is dropped. When the average @ 5 2 . @
gueue size is between the minimum and the maximum )

threshold, each arriving packet is dropped with proba-
bility p, wherep is a linearly increasing function of the
average queue size. RED configuration is then specified
through four parameters: the minimum and the maximum @
threshold T H R,in, T H Ryn42), the maximum dropping

probability in the region of random discad,,.., and Fig. 2. Network topology

the aforementioned memory coefficien.
RED can be modelled by the following equations:

[Il. AN INSTABILITY EXAMPLE

We consider a parking lot network whose topology is

i(t)=—Ka(t) + Kq(t) 3) depicted in Figure 2. The capacity and the propagation
0, 0<z<THRpm delay of each link are reported in Table I. Packet size is

p(m):{ ¢ THRmin__ P THRum <z < THRm.w(4) 1500 bytes. Links between nodeisand7 and between

THRmaz—THRmin

1 THRmas <z nodes2 and3 will play the role of bottlenecks.
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Fig. 1. Block diagram of linearized RED control system

The RED algorithm is deployed at noddsand 2,
respectively to manage the output queues for the link
4—T7and2-3. In what follows we refer to these buffers |

simply as node4 buffer and node2 buffer, without © . N=12
specifying the link. /

Our RED configuration relies on the control theoretic
analysis of RED presented in [9]. Nevertheless, we dc | N=8

not adopt exactly the configuration rules proposed there_l |
since their high stability margins do not allow simple
counter-example. Then, we verify RED-configuration R
stability through the Nyquist plot of the open loop -s- e
transfer function. S-._  N=4

We recall that the Nyquist criterion allows one to study Tl
the stability of the closed loop system through the polar® = 1o 5
plot of the open loop transfer functioR(jw). For the
functions we are interested in, the closed loop system]\yg 4 s,
stable if and only if the plot encircles the poifit1,0).

We choosel'H R,in = 2, THRmazx = 20, Praz =
5%, and w, = 0.002. This configuration guarantees
stability if the number of flows is greater than or equal to
N~ = 7 and the Round Trip Time is lower than or equal | .. RTT=80ms
to 110ms. Figure 3 shows the Nyquist plot of the open e
loop transfer function (5) folk = 110ms and different !
number of flowsV, whereas Figure 3 shows the Nyquist s
plot for a number of flows)N = 8 and different values \\\
of the round trip time R.

Simulations were conducted through ns v2.27 [12].”[ ]
We used TCP Reno implementation.

Nyquist plots for the considered RED configuration and
12 flows

5

RTT=110ms

RTT=140ms

151

A. Single Bottleneck

A primary question is which metric is particularly suit- 20— S s
able to catch instability phenomena. In this sense, though
instability is by many authors addressed looking at thdd- 4. Nyquist plots for the considered RED configuration and

R = 80,110,140 ms

amplitude of queue size oscillations, we will better refer
to the normalized standard deviation as a more suitable
metric to analyze instability phenomena. For example,
when the number of flows decreases, stability margiaad the physical constraint of positive queue values can
decrease according to the linear model developed determine smaller oscillations. Ultimately, the cause is
[9], and one could expect larger queue oscillations. Yehe RED coupling of queue length and loss probability,
at the same time the queue average value decreasbih lets the operating point depend from the network



conditions, like the load level. From a control theoretic i
point of view one says that the RED controller has steady '
state regulation errors.

Now, in order to analytically show how instability of
the linear model concretely affects the network perfor-
mance, we first present some results regarding the single
bottleneck scenario.

Two aggregates, each one of four TCP flods £ 8),
enter the network through node and node6 with ‘
destination noder (solid lines in figure 2). The link | I | |
between noded and7 is congested. 10 1 Y ime 10 0

Figure 5 shows the instantaneous queue occupancy
time-plot for the buffer at nodd. RED should be able Fig. 6. Instantaneous buffer occupancy with= 6
to keep the queue occupancy within the two thresholds,
which are shown in the figure as reference.
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Fig. 5. Instantaneous buffer occupancy with number of fldws- 8

Let us progressively reduce the number of flow§e model in [9] leads to reduced link utilization and
through the network and see if instability occurs dygher normalized oscillations (higher jitter in percent-
claimed in [9]. In Figure 6 the buffer occupancy i€ge).
shown to revisit with an higher frequency the regions Conversely, if we increase the number of flows, higher
associated to buffer overload and underload (out of REBroughput and lower jitter can be achieved.
thresholds). Node2 buffer has the same RED configuration. Table

Numerical results for the throughput and the normall shows similar results when only the link — 3 is
ized standard deviation are shown in Table Il. As theongested, due to flows coming from nodieandS.
total flow number decrease frogrto 6 we note that i) the
throughput over the linkk — 3 reduces fromd.80M bps
to 9.70, ii) both the average queue occupancy and tf?’é Two Bottlenecks
oscillation amplitude decrease, respectively frobrD to We now draw the attention to the fact that buffer
8.19 and from5.26 to 4.64, and iii) the normalized stan- occupancy instability, may arise when flows through
dard deviation, i.e. the ratio between standard deviationde 4 are in part already controlled by some other
and mean, increases frotnb2 to 0.56. congested upstream node, for instance, ribdden link

If we reduce drastically the number of flows tip 2 — 3 is congested (see Figure 2).
the above RED configuration, turns to be too aggressive,To recreate artificially such a scenario, let us introduce
which is evidenced by higher frequencies of buffer occan additional aggregate entering the network from node
pancy oscillations and further reduction of the througl®; with destination nod@ (dotted line in figure 2). Node
put. Even longer periods, where buffer is underloadédbuffer occupancy for a 4-flows aggregate exhibits a
results from Figure 7. high oscillatory behavior in figure 8.

Experimental results show that instability predicted by From Figure 9 instability arises also at nogle



TABLE I
NUMERICAL RESULTS

Ne | N5 | Ng Thre | Thrs | Thrs queuey queuey queues queues
occupancy| oscillation | occupancy| oscillation

6 6 0 5.36 | 4.57 - 13.6 0.41 0.94 0.26
4 4 0 539 | 441 - 10.0 0.52 0.95 0.25
3 3 0 529 | 441 - 8.19 0.56 0.96 0.28
2 2 0 5.32 4.17 - 6.31 0.64 0.97 0.43
0 4 0 - 9.49 - 5.51 0.72 0 0

4 0 4 4.92 - 4.92 0 0 10.48 0.48
4 4 4 3.60 6.06 6.12 8.05 0.73 9.36 0.62
4 4 6 3.03 6.59 6.82 7.51 0.75 11.60 0.53
4 4 8 2.59 7.03 7.33 7.16 0.74 11.60 0.45

e ‘ ‘ T ‘ This example shows the limits of local AQM con-

figuration ignoring the distributed nature of TCP flows
control in a multiple bottleneck scenario. If we consider
the configuration rules given in [9], instability probably
does not arise in such a simple example, but there is a
reduction of stability margins. This modifies the system
dynamic response and reduces the system robustness to
the flows number and the round trip time variation.
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2 IV. THE ANALYTICAL INSIGHT

Fig. 8. Instantaneous nodebuffer occupancy in a two bottleneck | this section. we provide an insight into the phys-
scenario . .’ o

ical causes of instability in our counter-example. We

start from a nonlinear multidimensional model of the

e ‘ ‘ ‘ network with some simplifying assumptions, and prove

Rm

ZO]-IF . .
w\ that the system is instable. Then, we come back to

one-dimensional systems, by considering only one TCP
aggregate at a time, the other ones acting as non reactive
flows. Despite such system decoupling is not correct
from an analytical point of view, it allows us to get
again the linear system described in Section II, but with
some different parameters. Hence, the effect of multi-
bottleneck can be helpfully seen as a parameter variation
in the same single bottleneck model we considered to
10 w2 " e ) 16 i 2 configure the RED. It allows us to understand why
instability arises and to simply predict the effect of
Fig. 9. Instantaneous nodebuffer occupancy in a two bottleneck some network scenario changes, such as the number of
scenario flows and the propagation delays. The limits of such an
approximation are detailed in the following subsection.
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The normalized oscillation values in Table Il confirm
quantitatively the feelings obtained from Figures 8 and noniinear Model
9.

Note that, though the number of flows at each nodeWe extend the single bottleneck congestion model
and the flow round trip time should assure stable opeatescribed in Section Il to the case of two congested
ation, instability arises due to the traffic aggregate fronodes. With reference to the network topology depicted
6 to 7, which traverses both the congested links. in Figure 2 we obtain



B. One-dimensional models
Now, we consider individually each of the three ag-

Wy = L MﬁR))m(t — Rs)

X Rs 2R (t gregates and assume the other flows are non reactive
Ws = %ﬁ—%(m(t—RdﬂL ones, i.e., we focus oWV;, and assuméV;/R; =
+ p4(t — RG) - pg(t — RG)p4(t — R@)) (6) Wj(]/Rj(] = cost, forj # i, Whel’eNjoQ/Rjo is the
Wy = R% _ %m(t — Rg) average throughput of the aggregat®ue to congestion
Qs = %N5 + %N6 _ 1q4C4 at nodes2 and 4, N5W50/R50 + NﬁWﬁO/RGO ~ C4 =
iy = W;N6 + N — 1,0 Cy ~ NgWso/Rso + NeWeo/Reo- We can derive the

following model for the three aggregates:

whereRs = p2+0 , Rg = p1+c , R = p1+ + Wy = %m(t — Rs) )
_04_. Fpr sake of S|mpI|C|ty in (6), t_he time dependance 4 = N5 + W Wso 2 N — 14,C4
is indicated only for delayed function values.
The above model relies essentially on the assumption We = L _ WeWe(t=Rs) iy By _
of the original single bottleneck model. One further limit 6= Ry — 2Re(i—Re) P2( 6)
is the way node 6 traffic has been considered in queue +p4(t - R6) p2(t — Re)pa(t — Rs)) (8)
equation: this equation ignores i) the delay from queue| 91 = %= Ns + g&Ns — 14,Ci
2 to queue 4, and ii) that this traffic comes from another | 42 = 6Nﬁ + %‘“ Ng —14,C
congested node, and therefore has been shaped by queue 1 WiWe(t—Rs)
2 (the outgoing traffic cannot overcome the link capacity { T Rs mm( — Bs) (9)
between nodes 2 and 3). G2 = = Ng + 32 N — 14,C2
The first and the thlrd system equations are the
. ] same of the previous single-bottleneck system: bot-
2o " ] tleneck capacities are respectively equal dg.,
sof 1 Cy — NeWeo/Reo = NsWiso/Rs0 and Cgey = Co —
ul L ] NeWeo/Reo = NsWso/Rso. Neglecting the product
l , o , | p2p4 IN comparison to the terms, andp,, the second
o G system can be brought back to the single-bottleneck
’ S R model too (as regards dynamics), where the bottle-
201 ) 7 neck capacity isCseq = Cis — N5sWso/Rs50 = Co —
-a0f- « & 1 NgWgo/Rgo = N6W60/R60 and the RED dropping
oo ) i curve is the sum of the two RED dropping curves at
ol ) | node2 and4, i.e. peq(z) = pa(x) + pa(z).
The previous results are quite intuitive. Nevertheless,

-100

e e 0 - 2 ° 2 we can obtain them via linearization of Systems 7, 8
Fig. 10. Poles of the multidimensional system with two @adand 9. _CaICUIatlons are similar t.O those det_a”ed in the
approximations of time delays Appendix | of [9]. Thus, we obtain the following open-
loop transfer functions:

By linearizing the Model 6 and using Padunctions 1 (BsoCsea)? —sRso
to approximate time-delays, we obtain a rational Linear  p, (s) = eN:)? © (10)
Time Invariant model. Thus, we study system stability s s s
considering the poles. Figure 10 shows the system poles 1+ %) (1 * o ) b R10>
for two different Paé approximations. The zero-order I (Rﬁocfﬁoeq;sq SR
approximation [V = 0) simply corresponds to neglecting Fo(s) = e (2N;)® _© (11)
time-delays ¢* ~ 1). There are four poles with 1+=)(1+ (1+ s )
positive real part, hence the system is unstable. As K R;ﬁ‘;q oo
the approximation order increases, the number of poles [, (Bs0Cseq)® ,—sRso
increases, and, at least up to the 20th order approxima- Fy(s) = (2Ns)? (12)
tion, there are always four poles with positive real part. (14 2) (1 n ) ( s >
For example poles for the fifth order approximation are K R;ﬁzm Teo

shown in Figure 10.



where L., = 2L. These transfer functions differ frommarkedly affected by the dynamics of the aggredgate
transfer function in (5), only for the parameter values.and of the queud, i.e. as long as the behavior of the
aggregates is determined elsewhere, in our example at
the congested nod2 For example the model provides
better a approximation if the number of flowsgs in-

In this section, we justify instability results shown increases or the round trip tim@s decreases.
Section IlIl, by applying the Nyquist criterion to the open-

loop transfer functions in (10), (11) and (12).
We remember that our RED configuration assure sta- V. GUIDELINES FOR NEWAQM SCHEMES

bility for the system whose transfer loop function is (5) _ _
with N = 8, R = 110ms andC = Cy = Cs. In the previous section we have modeled the effect

From the new open-loop transfer functions, we s&f a multi-bottleneck path as a parameter variation for
that the decrease of the number of effective flows fif€ single bottleneck model. This suggests that the effect
all the three aggregates and the increase of the REDbMulti-bottieneck path can be counteracted by robust
slope for the aggregatecontribute to system instability. _conflguratlon of AQM controllers. In partlcglar the min-
Yet, the decrease of the equivalent capacity makes {@!m number of flowsV™ should not take into account
system more stable. In order to evaluate the dominatifigs Peing controlied by other nodes.
effect we have to consider numerical values for the Hence the network administrator should evaluate not
parameters, but we can state that as the number of fighdy the minimum number of flows at each node and
Ny increases)V; exhibits instability. As the number oftheir round trip time, but he also should get more
flows N increase, the aggregatids going to be harder sophisticated information about traffic matrix across the
choked, hencé’s., approaches’; and the Nyquist plot network and contemporaneously congested nodes.
corresponding to the transfer function (10) approachesAnother approach would be to implement new coop-
the dashed curve in Figure 3, which corresponds @sative AQM controllers, that base their control action
N = 4; the plot encircles the point—1,0) and the on information about the congestion status of the other
corresponding closed loop system is unstable. nodes. Simplicity is an obvious requirement, particularly

With the numerical values from Table II, the onefor signalling among nodes.
dimensional models predict th#ts is unstable, whereas We think that the Explicit Congestion Notification
Ws and Wy are stableiVy is stable due to smaller RTT(ECN) field in IP packets could be usefully employed
in comparison to aggregate (7,1 < Tj2); as regards for inter-nodes signalling.
the window sizelVs a smallerCg., compensates thay According to [13], AQM controllers can set a Conges-
reduction andL increase. tion Experienced (CE) codepoint in the packet header

As regards the instability of the multidimensionainstead of dropping the packet, when such a field is
system, all the variables show instability. As a mattg@rovided in the IP header and understood by the trans-
of fact, W5 instability implies theq, oscillations and port protocol. The use of the CE codepoint allows the
hence thep, oscillations. The last affect the throughputeceiver(s) to receive the packet, avoiding the potential
of the aggregaté. Aggregates couples the two queuesfor excessive delays due to retransmissions after packet
and hence it yields instability tg,, and so on. losses. Upon the receipt of a single packet with the CE

One-dimensional models allows us to simply predicodepoint set (CE packet), the ECN-capable TCP at the
for example the effect of increasings. We have already end-systems must react as it would do in response to
stated that¥; instability increases, at the same tifig@ a single dropped packet. Ultimately the ECN-capable
becomes more stable and the coupling between the thGP is required to halve its congestion window for any
queues by the aggregatereduces. Hence, we expecwindow of data containing either a packet drop or an
an overall more stable behavior at queuderformance ECN indication.
metrics in Table Il forNg = 6 and Ng = 8 confirm ECN has been proposed as a light in-band signalling
results of one-dimensional models: instability increasésrm between nodes and client. We propose to employ it
at the downstream node and it decreases at the upstréaninter-nodes signalling. It appears to be a simple way
one. for nodes to transmit downstream information about their

As regards the validity of our simple analysis, letongestion status. The advantages of ECN employment
us consider for exampléVs;. Results from System 7 are: no further network transmission resources are re-
are more accurate as long as i) aggregats small quired, information travels along the data path, and it
(We(t) << Ws(t)), or ii) it is not small, but it is not can be used by all the nodes controlling the flow.

C. Stability considerations



AQM controller should monitor the ingoing traffic,
and evaluate the share of traffic controlled elsewhere,
by the percentage of CE packets.

As regards the way to employ such information,
we can think to employ one of the well-known AQM
schemes, where a tunable parameter can be set according
to the controlled traffic share. For example a RED
controller could decrease the dropping curve sldpe
as the percentage of CE packets increases in order to
maintain a stable operation.

VI. CONCLUSIONS

In this paper we showed that RED configuration based
on a single-bottleneck assumption may not prevent from
traffic instability when congestion occurs, at the same
time, in two different locations of the network. This
motivates future works where we will design cooperative
congestion local controllers under the assumption that
a congested node may communicate its state to the
neighbors.
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